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Prologue

) ./0 Cisco( 123 L4~L7 Load Balancing Module4 ACE(Application Control Engine)5
36 !"7 8$ 9" +: ;<=>?.

@A B C-D EFG CSM!HI, CSM5I J-;0 KL M?0 Module' Load BalancerN
OPQ *+#R STD &U IssueVG OW XV4H7 !"Y Z [\] @A^ _$ `.5, a$/
bG KL^ NHR ACE5 cd#e fg h !"N i7 Xj>?.

k-G CSM!l m n Service Module5 o& pMJ4 qrI^ sR tu vV^ 3wxy @A^
_xz, {9| k5/ }Ol0 Frame Forwarding ~�, MAC address� IP Address�( wS
St, VLAN( KL �( CCNA Z�( H�^ s�u v! !"Y Z [\] N�J �Q
+:#�=>?.

Catalyst 6500^ �! ?� ) �H>O, �0 FWSM� �G Service Module^ ?�) v!�e
O�H �Q �O lN� Z [^ X!R, qr! �xu vVG �� �Q\ ��� Z [^ Xj>?.

o��] ) ./7 �" Cisco( Module' Load Balancer� STD �:^ Design#�l
Troubleshooting #� ` V!�0 ��^ ��!l  ¡a¢£ Z [¤ ¥¦>?.
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I. Module ' L4( $) *+ Mode
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1. Router Mode
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Router Mode : Catalyst 6500�( §*

9(�:G N¨ ©ª6 CSM �:j>?. Router Mode!$ `.5 CSM ¥«¬ IP 3­(2.0/24)� Real Server(
IP 3­(3.x/24)^ ?®Q @¯ °>?.

±²0 IP7, ³´ µ( .²0 MAC Address7 l¶kz ··( VLAN! ¸¹ ºy »$;O [=>?.
m¼! �� ½¾" � ¿>, ?À Á!H5/ÂÃ VLAN20 �©Ä »Å#\] #Æ=>?.

Ç.. L45/ 2.2� 2.3( MAC! È “B”y �G H É�#uNU? 2.3G Ê m3y Virtual IP4Ë, 2.2N @¯D
Interface� �G Ì5/ ARP Í,^ "Î #$ `.5 mÏ=>?. !"N µ;�h�\ }© ÐO NÑ.

0.1
0.2 2.1(A)

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

Catalyst 6500

VLAN2 VLAN3

MSFC

S1

S2

Default G
W
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Router Mode : Virtual IP 3­( Routing

! qÒ50 2.0/24N MSFC( Connected Network!$ `.5 !7 Dynamic Routing Ó­5 ÔO &$I #e
�NJ4 Static RouteÕ!\ Client5/ VIPy cÖ! N×°>?. Redistribute connected7 C-"\ ØÙÆÚU.

OSPF Domain

0.1
0.2 2.1(A)

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

O 2.0/24 > 0.1 C 2.0/24

MSFC

S1

S2
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Router Mode : Rear Svr. IP 3­( Routing

CSM^ Router Modey @¯6 Û, Real IPy cÖ^ #$ 9"/0 Router5/ 3.0/245 3" CSMxy
Static Route7 @¯#R Dynamic Routing Domainxy Redistribute7 �ÜÎ °>?.

ÝÞ Real IPy( Direct Traffic^ ß-#0 @¯^ CSM5 º\y "&à "Î #0Ë, H�G }© mÏ?0 ¯\I
áR HlNe â>?.

0.1
0.2 2.1(A)

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

OSPF Domain

O 3.0/24 > 0.1 S 3.0/24 > 2.2

MSFC

S1

S2

Redistribute Static
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Router Mode : ARP Mechanism

Server( Virtual IP4 2.35 3"/ MSFCN ARP Request7 Mke CSM! 2.35 36 ARP Reply7
Mkã>?. MSFC� CSMG ··( Broadcast Domain5/ ARP7 C-#a äU6 MAC^ åQ â>?.

Who’s 2.3

I’m 2.3=B

2.1(A)
2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

MSFC

Broadcast Domain Broadcast Domain

Who’s 3.2

I’m 3.2=D

S1

S2
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Router Mode : Load Balancing �Å ~�

ClientN VIP(2.3)5 cÖ^ #æR #e “l( Source IP:Source Port0 �ç!R
Destination IP:Destination Port0 �ç!?”�0 ¯M7 è:#Q â>?. !X^ TCP Socket�R Â®z
kN Ué^ Mê Destination IPN oë ?ì Ì5/ ,í^ #Q ;e m ,íG ��#Q â>?.

a$/ Í¢� kN Ué^ Mê Destination5/ ,í! �Î 6?0 î! BU°>?.

2.1(A)
2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

SIP DIP
1.2 2.3

1.2:1024~2.3:80

MSFC

S1

S2
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Router Mode : Load Balancing �Å ~�

! Packet! CSM5 \ï^ #e, L40 Destination IP Address4 2.3^ Load Balancing ðñ>ò5 ó�
JôÄ Real Server( IPy NAT�õR(Destination NAT �0 NAT Server), "ö VLAN ¬5 ÷Qø
SMAC, DMAC^ Rewrite"/ Mù>?.

MAC^ Rewrite#0 XG Router ­Y^ #0 úû ¨ü( ý�î!HI VIP7 Real IPy ¥þ0
¥y ! DNAT(ÿG NAT Server)( ~�y 4" Load Balancing! N×#z, CSM5/ Virtual Server7 @¯#e
Defaulty ! $×! J-â>?.(“nat server” A!ON Defaulty VON [=>?.)

2.1(A)
2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

DM SM SIP DIP
B A 1.2 2.3

DM SM SIP DIP
D C 1.2 3.2

1.2:1024~3.2:80

DNAT(2.3:3.2)

MSFC

S1

S2
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Router Mode : Load Balancing �Å ~�

Client( Ué^ "G Real Server(S1)0  #NHy ²u( TCP Socket^ è:#R Client5Q ,í^ ã>?.

m$Ë, !`, ,í Packet^ M% Destination IP(1.2)N Real Server( IP 3­(3.x/24)� ?®&y Real Server0
²u( Default Gateway, ' CSMxy ! ()^ Mù>?.

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

DM SM SIP DIP
C D 3.2 1.2

3.2:80~1.2:1024

DNAT(2.3:3.2)

1.2:1024~3.2:80

2.1(A)
MSFC

S1

S2
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Router Mode : Load Balancing �Å ~�

! Packet^ "G CSMG ²$N !* sR [0 NAT Table^ +4#a ,-D IP7 ?� ½� �. Û5
Next Hop, ' MSFCy Frame^ IVO Mk ã>?.

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

3.2:80~1.2:1024

DNAT(2.3:3.2)

DM SM SIP DIP
A B 2.3 1.21.2:1024~3.2:80

2.1(A)
MSFC

S1

S2
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Router Mode : Load Balancing �Å ~�

!,í^ "G Client5Q0 ²u! Ué^ M/0 ¥y m IP(2.3)5/ ,í^ "G Xxy 1© #&y
! ,í Packet^ Z2°>?. 

!36 �¯^ �" TCP( 3-Way Handshake(SYN, SYN/ACK, ACK)7 �|Q ;e Client� Real Server
5/ 456 TCP Session^ 4:(Established)#Q ;R ! è:D Session^ �" Data7 &R "Q â>?.

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

SIP DIP
2.3 1.2

1.2:1024~3.2:80

DNAT(2.3:3.2)

2.1(A)
MSFC

S1

S2

3.2:80~1.2:1024
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Router Mode : Load Balancing �Å ~�

ÝÞ CSMG TCP Session! è:D Û5 6R N0 Traffic5\ tÖ NAT7 Z7Y 8I o>�,
9y: Session^ ;�#�l 6<D Session^ =E#0 �( $×^ tÖ°>?.

H�>H0 VIP� Real Server( IP 3­! ?ì Router Mode5 3" @A ¢?0Ë,
I@ A IP 3­! �?e CSM^ OPQ @¯ "Î Y>U?

2.2(B) 3.1(C)

3.2(D)

3.3(E)

Router Mode

VIP:2.3(B)

1.1
1.2

1.2:1024~3.2:80

2.1(A)

DNAT(2.3:3.2)

MSFC

S1

S2

3.2:80~1.2:1024
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2. Bridge Mode
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Bridge Mode : Catalyst 6500�( §*

m¼;B Real Server( IP 3­� VIP( 3­! �G qÒ50 CSM^ Bridge Modey �Å#e â>?. CSM!
VLAN2� VLAN37 Bridging#\] #0 ��!z, Real ServerV( Default Gateway\ MSFC(2.1)N â>?.

CSM( qÒ50 Client VLAN 2( IP� Server VLAN 3( IP7 �Q @¯#e(2.2y) ²*xy m A VLAN5
3"/ Bridge Modey *+#R,

ACE( qÒ50 º\y Bridge Group^ è:6 Û5 ACE( A Interface VLAN (a$/0 VLAN2� VLAN3)^
m Bridge Group5 ÔO &e  #NHy m A VLAN5 3"/ Bridge Modey *+°>?.

2.4(D)

2.5(E)

Bridge Mode

1.1
1.2 2.1(A)

VLAN2 VLAN3

Catalyst 6500

MSFC

S1

S2

Default  GW

2.2(B)

VIP:2.3(B)
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Bridge Mode :VIP&Rear Svr. IP( Routing

Bridge Modey @¯^ #e, Real Server( IP 3­5 3"/\ º\( Static RouteN äU ÕO/ Dynamic
RoutingIxy\ VIP5 cÖ #0Ë .EN Õ=>?.

m¼5 l¶C 2.2 IP0 Bridge Mode7 @¯#$ 96(D5/ E� @A ¢?Ñ?)7 96 IP} 8!z
Load Balancing�0 FcJ4 ST! Õ=>?I, B½;0 IP0 ö§Ä G"/ Yö^ " HÎ °>?.
L2 Switch5 Management IP7 Yö#0 X ¯\y !"#e I X �=>?.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

OSPF Domain

O 2.0/24 > 1.1 C 2.0/24

MSFC

S1

S2
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Broadcast Domain

Bridge Mode : ARP Mechanism

MSFCN VIP(2.3)( MAC Address(B)7 å0 J�\ Router Mode�  #NHy ARP Mechanism5
(6 Xj>?. ÝÞ Real Server( MAC Address7 å0 X\  #NH�U.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

S1

S2

Who’s 2.4

I’m 2.3=B

I’m 2.4=DWho’s 2.3

Who’s 2.5

I’m 2.5=E
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Bridge Mode : Load Balancing �Å ~�

ClientN Router Mode5/ @A_0 X� *}6 �¯^ �" Packet^ Mke, ! PacketG MSFC7 �K
CSM5 \L#Q â>?.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

DM SM SIP DIP
B A 1.2 2.3

1.2:1024~2.3:80

MSFC

S1

S2
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Bridge Mode : Load Balancing �Å ~�

², !E Load Balancing^ #$ 9"/0 o>\ @A6 X;B Load Balancing Mechanism5 ó�,
Destination IP5 3"/ NAT^ "Î °>?. m¼5/\ 2.3! 2.4y ¥M X^ á Z [ÆÑ?

m$Ë a$/ #l h, Bridge Modey �Å#e ü] “Bridge”�R #h�\ Destination MAC Address7
CSM5/ Rewrite°>?. ! ` C-;0 MAC Address0 Load Balancing Mechanism5 ó�, Server1xy
NÎ #e “D”7, Server2y NÎ #e “E”7 C-#0 �xy NOâ>?. 

m¼5/ P¬5 [0 Frame( DMAC! “BQ �0Ë, CSM^ HC Û “D”y ¥M X^ R Z [=>?.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

DM SM SIP DIP
D A 1.2 2.4

1.2:1024~2.3:80

DNAT(2.3:2.4)

DM SM SIP DIP
B A 1.2 2.3

MSFC

S1

S2
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Bridge Mode : Load Balancing �Å ~�

², !E Real ServerN ,í^ Y 1Sj>?. Real Server0 ²$ IP(2.4)� ?ì 3­5 [0 1.2y Packet^
MkÎ #&y ²$ ²u( Default Gateway4 MSFC7 T" Frame^ IVO M% Xj>?.

ö§Ä MSFC( IP5 MappingD MAC Address(A)y Frame^ IVO MkÆÑ?

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

1.2:1024~2.3:80

DNAT(2.3:2.4)

2.4:80~1.2:1024

DM SM SIP DIP
A D 2.4 1.2

MSFC

S1

S2
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Bridge Mode : Load Balancing �Å ~�

m¼5/M!U! CSM! ü] Bridge Modey �:;O [h�\ Traffic( VW w Inline w5 9| #$ `.5
! ,í FrameG CSM^ ��#Q â>?.

ó�/ Real ServerN MSFCy Frame^ Mkh�\ CSM! N:Ë/ ! ,í Traffic^ XH#R, ?� ~< Ué
"Y0 IP(2.3)y ,-^ °>?.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

1.2:1024~2.3:80

DNAT(2.3:2.4)

DM SM SIP DIP
A D 2.3 1.2

S1

S2

DM SM SIP DIP
A D 2.4 1.2

2.4:80~1.2:1024
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Bridge Mode : Load Balancing �Å ~�

!,í^ "G Client5Q0 ²u! Ué^ M/0 ¥y m IP(2.3)5/ ,í^ "G Xxy 1© #&y
! ,í Packet^ Z2°>?. 

!36 �¯^ �" TCP( 3-Way Handshake(SYN, SYN/ACK, ACK)7 �|Q ;e Client� Real Server
5/ 4Z6 TCP Socket^ 4:(Established)#Q ;R ! è:D Session^ �" Data7 &R "Q â>?.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

1.2:1024~2.3:80

DNAT(2.3:2.4)

SIP DIP
2.3 1.2

S1

S2

2.4:80~1.2:1024
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Bridge Mode : Load Balancing �Å ~�

ÝÞ TCP Session! è:D Û5 HlN0 Traffic5\ L40 tÖ Destination NAT7 Y 8I o>�,
9y: Session^ ;�#�l 6<D Session^ =E#0 �( $×^ tÖ°>?.

², a$>H .E Õ! !"#u vVG o  CSM^ 6[ !w @|7 " Mu vV} \>?.

mB H� ÂÃ0 ! $) KL^ ,-6 A NH $]^ h áoM\] #Æ=>?.

2.2(B)

2.4(D)

2.5(E)

Bridge Mode

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

1.2:1024~2.3:80

DNAT(2.3:2.4)

S1

S2

2.4:80~1.2:1024
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II. Module ' L4( ,- *+ Mode
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1. One-Arm Mode
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One-Arm Mode : KU

One-Arm Mode0 .² m3y CSM( VLAN! 6¬I @¯! ;O [0 X^ ^°>?. ! qÒ5 CSMG Load-
BalancingY TrafficI^ ;�#Q ;z, l_H TrafficG CSM� 5` �S#Q ;�â>?.

One-Arm Mode0 Documentation5 ó� Aggregate Mode�R Â®$\ °>?.
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One-Arm Mode : VIP� Real IP 3­! ?ì
qÒ Catalyst 6500�( §*

One-Arm Mode7 �:#0 J�G A NHN [0Ë, 9( m¼;B VIPN Real Server IP� ?ì 3­5 [^
Z\ [R, ?À Á!H;B �G 3­5 9|Y Z\ [=>?.

! (*N D5/ @A6 Router Mode, Bridge Mode� üa#Q V£ Z\ [0Ë, C�G 5` ?ì KLj>?.

0.2

3.1(B) 2.4(D)

2.5(E)

VIP:3.2(B)

1.1
1.2

0.1
2.1(A)

MSFC

S1

S2

VLAN3

VLAN2
Catalyst 6500
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One-Arm Mode : VIP� Real IP 3­! �G
qÒ Catalyst 6500�( §*

!$ �:!�e }ÍJxy VIP� Real Server IP7 �G 3­xy #0 qÒÆÑ.

O? !� b: � oc?�R #� Z\ [0Ë, �G mÏ� �=>?. !E m !d7 @AY eË,
f(w ! Á!H5 [0 VIP� Real IP 3­! �G qÒ7 gy VO @A^ ¢�Æ=>?.

D( �:xy #h�\ ~�0 *}#>, lB5 ��^ k/ 6[ §�" M�$ ¥¦>?.

Ç.. m 55, a3v( !"7 8$ 9"/ CSM( 9|7 @� ¥h i0 X! jÆÚU.

0.2
2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2

0.1
2.1(A)

MSFC

S1

S2

Catalyst 6500
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One-Arm Mode : }ÍJ4 Traffic( Flow

�� �Q M!lU? C� D( m¼� k �G m¼j>?.

lm ClientN Real Server(2.4)y Fc cÖ^ 6?R N¯" MÆ=>?. o  S�²N Server5 Telnetxy
cÖ"/ nN +o^ #R pG úqj>?.

SIP DIP
1.2 2.4

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

1.2:1024~2.4:23

S1

S2
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One-Arm Mode : }ÍJ4 Traffic( Flow

MSFC0 Real Server 2.45 36 MAC^ áR [x&y ¥y Real Servery Frame^ IVO Mù>?.
! TrafficG CSM� 5` �S#&y ¥y Switching Path7 �" Real Servery 5Lâ>?.

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

DM SM SIP DIP
D A 1.2 2.4

1.2:1024~2.4:23 2.4:23~1.2:1024

S1

S2
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One-Arm Mode : }ÍJ4 Traffic( Flow

Real Server 2.4\  #NHy ²u( Default Gateway� Fc �uY Z [x&y ! TrafficG CSM^ ��#H
�R ¥y MSFCy Mkr>?.

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

1.2:1024~2.4:23

DM SM SIP DIP
A D 2.4 1.2

S1

S2

2.4:23~1.2:1024
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One-Arm Mode : }ÍJ4 Traffic( Flow

Client0 ²$N Ué^ M/0 IP4 2.45Q/ ¯wJxy ,í^ "Y?R 1©#R TCP 3-Way Handshake
�¯^ tÖ s7°>?.

SIP DIP
2.4 1.2

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

1.2:1024~2.4:23

S1

S2

2.4:23~1.2:1024
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One-Arm Mode : VIPy cÖY `( Issue

![50 ClientN VIPy HTTP cÖ #0 qÒ7 è·" MÆ=>?. ²þ Í½;0 Client ÂvG @A^ èt#R
pGË, a$/0 Client( j¨! uÒ BU"/ ?� 6[ @A^ ¢�æR °>?.

lm, ClientN D( qÒ� *}6 J�^ ó� Ué Packet^ Mù>?.

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

SIP DIP
1.2 2.3

1.2:1024~2.3:80

S1

S2
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², MSFC0 Destination IPN 2.34 Traffic^ CSM5Q Mù>?.

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

One-Arm Mode : VIPy cÖY `( Issue

DM SM SIP DIP
B A 1.2 2.3

1.2:1024~2.3:80

DNAT(2.3:2.4)

S1

S2
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CSMG Load Balancing^ #$ 9" Connection Table^ IVR Destination NAT7 °>?.
ÝÞ ;�D Traffic^ Forward#$ 9" JôÄ Real Server( MAC(D)^ !-"/ MAC Rewriting\ "ÎÆvU.

2.2(B)

2.4(D)

2.5(E)

VIP:2.3(B)

1.1
1.2 2.1(A)

MSFC

One-Arm Mode : VIPy cÖY `( Issue

DM SM SIP DIP
D B 1.2 2.4

1.2:1024~2.3:80

DNAT(2.3:2.4)

2.4:80~1.2:1024
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2. DSR(Direct Server Return) Mode
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DSR : Routing Design & ARP Mechanism
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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DSR : Load Balancing �Å ~�
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Epilogue
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